[image: A red and black logo

Description automatically generated]FULHAM FOOTBALL CLUB
Vulnerability Threat and Risk Assessment

Counter Terrorism
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	Identify the Activity and Persons at Risk

	Describe the work activity:

Vulnerability Threat and Risk Assessment

Counter Terrorism 

	Who might be harmed?

Staff
Visitors
Pedestrians
Players

	Frequency of activity:

Daily



	Hazard Identification
	Risk Assessment
	Identify Existing Controls
	Action Plan

	Hazard Identification
	Risk Assessment
	Identify Existing Controls
	Action Plan

	No 
	Hazard or Potentially Hazardous Situation
	Likelihood
	Severity
	Initial Risk Level
	Existing Controls
	Adequate
	Additional Control Measures
	Residual Risk Level
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Risk of IED’s or a Vehicle borne improvised explosive device (VBIED) planted outside the stadium.
	

Possible



	

Severe




	High
	· External team of stewards patrolling the streets, briefed to identify and report any suspicious activity or items of interest.
· TMO team deployed to the adjoining streets.
· Explosive dogs’ checks carried out on the Stevenage Rd and adjoining streets prior to supporters arriving.
· CCTV camera coverage of the Stevenage Rd 24/7, 7 days a week by FFC Security.
· Match day CCTV coverage monitored by 2 Control room Staff.
· Met Police presents on the external routes to the stadium.
· All stewards are aware of the H.O.T.S procedure regarding suspect items.
	

Yes
	All new stewards, including Agency, will have completed the FFC induction package, that includes counter terrorism measures and must complete a question paper with an acceptable pass mark before they are permitted to work at FFC.

	
Low

	
2
	
Marauding Firearms attack.

Spectators being attacked by knife wielding terrorists

Attacks during non-match day

	

Possible



	

Severe




	High
	
· ACT training has been provided for all personnel working at the Stadium. Stewarding team must complete the course as part of their initial induction to Fulham FC.
· All staff are fully aware of the principle of RUN, HIDE, TELL
· Police presents in the surrounding area and Stevenage Rd and in contact with the Match Commander in Control.
· Match Commander will contact Arm response team and taser equipped Police unit.
· External Steward team deployed to the external areas, including Bishops Park to identify suspect activity. All stewards are possession of a radio and in contact with Control.
· Extensive CCTV coverage of the Stevenage Rd and Bishops Park, monitored from Control.
· FFC Security monitor the CCTV cameras 24/7.
· Local Authority CCTV will be available for Control CCTV operators to monitor during 2022. Areas covered will be Putney Bridge, Fulham Palace Rd and Bishops Park.
· Invac process in place to ensure gates are closed in the event of an attack. PA messages to direct pedestrians away from danger.
· Police Match commander to contact firearms unit where applicable.



	

Yes

	
External team of stewards patrolling the streets, briefed to identify and report any suspicious activity or items of interest.
TMO team deployed to the adjoining streets.

Security Office is manned by two officers 24/7 with full coverage of CCTV

Members of the Senior Safety team have completed ACT Strategic and ACT Corporate.
	
Low

	
3

	
Firearm or bomb attack, inside stand or from the river Thames – Riverside Stand

	

Possible



	

Severe




	

High
	· The Thames is patrolled by the MPS Marine Policing unit (MPU). The MPU ensures the river always has some coverage. This cover can use special boats to facilitate the rapid deployment of Firearms officers to any location along the river.
· CCTV coverage of the stand and river is in place 24/7 and regular patrols by FFC Security.
· Match day CCTV coverage of the river during match time.
· Matchdays, a large contingent of Response and stewards patrolling the concourse monitoring the river.
· Explosive Dog search of stand on match day.
· Sweeps of the stands by stewards on a match day, pre and post-match 
· 

	
	All Staff match day staff, Seniors, Supervisors and stewards have been enrolled and completed the ACT course as part of their casual employment at Fulham Football club

All staff are fully aware of the H.O.T.S process. The process is repeated at each match day briefing.
	
Low

	4

	Firearm or bomb attack – Hammersmith Stand

	
Possible

	
Severe

	High
	· CCTV coverage of the stand is in place 24/7 and regular patrols by FFC Security.
· Match day CCTV coverage of the stand during match time.
· Matchdays, a large contingent of Response and stewards patrolling the concourse monitoring the river.
· Explosive Dog search of stand on match day.
· Sweeps of the stands by stewards on a match day, pre and post-match 
· FFC Security searches carried out on all vehicles entering gate 50
	
	All Staff match day staff, Seniors, Supervisors and stewards have been enrolled and completed the ACT course as part of their casual employment at Fulham Football club

All staff are fully aware of the H.O.T.S process. The process is repeated at each match day briefing.

	

Low

	
5
	Firearm or bomb attack – Johnny Haynes stand

	

Possible

	

Severe

	High
	· CCTV coverage of the stand is in place 24/7 and regular patrols by FFC Security.
· Match day CCTV coverage of the stand during match time.
· Matchdays, a large contingent of Response and stewards patrolling the concourse monitoring the river.
· Explosive Dog search of stand on match day. 
· Sweeps of the stands by stewards on a match day, pre and post-match 
· 
	
	All Staff match day staff, Seniors, Supervisors and stewards have been enrolled and completed the ACT course as part of their casual employment at Fulham Football club

All staff are fully aware of the H.O.T.S process. The process is repeated at each match day briefing.
	Low

	
6
	Firearm or bomb attack – Putney Stand

	

Possible

	

Severe

	High
	· CCTV coverage of the stand is in place 24/7 and regular patrols by FFC Security.
· Match day CCTV coverage of the stand during match time.
· Matchdays, a large contingent of Response and stewards patrolling the concourse monitoring the river.
· Explosive Dog search of stand on match day.
· Sweeps of the stands by stewards on a match day, pre and post-match 

	
	All Staff match day staff, Seniors, Supervisors and stewards have been enrolled and completed the ACT course as part of their casual employment at Fulham Football club

All staff are fully aware of the H.O.T.S process. The process is repeated at each match day briefing.
	

Low

	
7


	
Risk of vehicle – borne attacks on crowds outside stadium and adjoining streets

	

Possible



	

Severe




	High
	· HVM (Hostile vehicle mitigation) barriers in place on Stevenage Rd and the junctions with Woodlawn street.
· TMO in place to close the surrounding street and the Stevenage Rd to all vehicles.
· Team coaches and Minibuses are monitored on approach to stadium by response, TMO and FFC security teams to prevent piggybacking, hostile vehicle driving behind.
· TMO and External stewards deployed to the outer streets being vigilant around suspected speeding vehicles. Stewards are in contact with control.
· Police wagon is positioned diagonally across Stevenage Rd, from Bishops Avenue, whilst supporters are arriving.
· Emergency vehicle barriers in place and closed during street occupancy, located on Stevenage Rd, beyond Harboard Street.
	
	
	
Low
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Potential attacks from the air, Drones, Helicopters etc.
	

Possible



	

Severe




	High
	· Stewards are instructed during their briefing to be vigilant for Drones being piloted above the stadium.
· Pre event Match Official briefings delivered by the Safety Officer or deputy will include actions taken by Safety and Match Official team should such an incident occur.
· Referees will remove Players and staff from pitch and return to changing rooms.
· Assess whether the Drone is hostile using CCTV or Binoculars, personal observation, and reports from steward personnel at the scene. Report if the Drone is carrying odd shaped package, loose wires or batteries, or if there is excessive tape wrapped around body of Drone. 
· External steward team to monitor the park for the Pilot, Police to scan the surrounding areas.
· 
	
	
	
Low

	
9

	
Attacks on Players both home and away disembarking the coach.
	

Possible



	

Severe




	High
	· Heavy barrier system in place that completely segregates spectators from Players.
· Robust Response team presence preventing anyone approaching Players from any direction.
· FFC Security team in place
· CCTV coverage of Players disembarking the coaches, monitoring crowds.
	
	
	

	
10

	Forecourt infiltration by terrorists resulting in Players, Directors etc being attacked 

	

Possible



	

Severe




	High
	· The forecourt area is managed by FFC Security with matchday response and stewards deployed to assist.
· Entrance to Forecourt is manned at all times.
· CCTV coverage of Forecourt monitored throughout.
· Police Unit deployed outside the stadium.
· Police Match commander to contact firearms unit where applicable.
	
	
	
Low

	
11

	
Terrorist attack inside the stadium, concourses, seating areas, pitch.
	

Possible



	

Severe




	High
	
· Explosive dog checks of stadium prior the ground opening.
· Two explosive dogs on entry to stadium. In addition two drugs dogs who are trained to identify Pyros and firearms.
· Steward sweeps of individual stands prior to spectator occupancy.
· All stewards, including Agency have completed the ACT course and are fully aware of the importance of being always vigilant.
· CCTV operators monitoring stadium throughout, on ingress, during the match and on egress.
· PA system audible throughout the stadium directing people away from the source of danger.
· Catering department staff have all completed the ACT course as part of their employment inductions.
· DBS checks carried out on all staff prior to engagement at Fulham.
· Police Match commander to contact firearms unit where applicable.
	
	
	
Low
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IED planted in, stands concession units, toilets etc

	

Possible



	

Severe




	High
	· Explosive dogs carry out a full search of the stadium prior to the ground opening and again post-match.
· Stewards sweeps of each stand carried out pre and post-match.
· Suspect packages and items of interest investigated where identified. Coded message is code black or white.
· Stewards fully aware of the H.O.T.S procedure.
· None match days the stadium is checked both day and night by FFC Security team.

	
	Safety Officers training to a level 5 Counter Terrorism Management and Security Risk Management.
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	Risk of person acting conspicuous outside stadium, potentially in possession of a firearm or explosive.

Risk of person carrying out hostile recon

	

Possible



	

Severe




	High
	· CCTV coverage of the Stevenage Rd and surrounding areas.
· Police Match commander in Control will liaise with CCTV operator in monitoring person of interest.
· Police presence in the surrounding area.
· Stewards briefed to be vigilant and question suspicious persons, without putting themselves in danger.
· External team of stewards whose sole responsibility is to monitor for suspicious activity, whether it be Terrorist hostility or threat from football related activity. 
· Police Match commander to contact firearms unit where applicable.
	
	External team of stewards patrolling the streets, briefed to identify and report any suspicious activity or items of interest.
TMO team deployed to the adjoining streets.

	
Low
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	Risk of disgruntled ex-member of staff carrying out attacks
	

Possible



	

Severe




	High
	· All staff are issued with passes when their employment begins, once they leave the staff pass is deactivated.
· Ex-employees will be treated as a visitor to the club, so searching of said person will take place.
	
	
	
Low
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	Risk of Cyber-attacks on the infrastructure 
	

Possible



	

Severe




	High
	· IT department have created data backups.
· Some devices are encrypted. 
· All Security systems and software is continuously updated.
· The club use strong and complex passwords.
· Virgin Firewall installed.
· Multi-factor Authentication (MFA) installed.
· Computer equipment and systems continually monitored.
· Policies in place to aid staff (through HR department)
	
	
	

Low
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	Attacks outside the stadium from Far right, far left and other separatist groups
	

Possible



	

Severe




	High
	· Police presents in the surrounding area and Stevenage Rd and in contact with the Match Commander in Control.
· Match Commander will contact Arm response team and taser equipped Police unit.
· External Steward team deployed to the external areas, including Bishops Park to identify suspect activity. All stewards are possession of a radio and in contact with Control.
· Extensive CCTV coverage of the Stevenage Rd and Bishops Park, monitored from Control.
· FFC Security monitor the CCTV cameras 24/7.
· Local Authority CCTV will be available for Control CCTV operators to monitor during 2022. Areas covered will be Putney Bridge, Fulham Palace Rd and Bishops Park.




	
	
	

Low

	
NON-MATCH DAY SPECIFIC 
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	Vehicle borne attack from the River

	
Possible
	
Severe
	
High
	· Surveillance CCTV coverage of the River and concourse 24/7 by Security officers.
· Additional cameras and lighting installed on the Riverside concourse.
· Marine grade cameras operating in this area that detects swimmers and boats within 2m of the river wall.
· Regular patrols of the area by Security.
· Glazing comprises of 13.5mm heat treated optilam in standard frames, this is not a blast resistant glazing, however the 1.52mm thick pvb interlayer is generally used for blast resistant application and is likely to provide some level of resilience.

	
	WSP have carried out a full threat assessment and all recommendations followed

Optilam – Laminated glass does not shatter into small pieces when broken, when it breaks it sticks to the middle layer, making it ideal for impact resilience.

The most common bulletproof glass is laminated 

	

Low
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	Vehicle borne attacks
	Possible
	Severe
	
	· HVM in place at the Riverside Gate.
· Hammersmith gates are closed and manned
· Delivery vehicles are searched on entry
· CCTV coverage of all entries to the Stadium 24/7
· Vehicles parked on the stadium forecourt is strictly for staff and known contractors only. Full details of Contractors supplied prior to visit. 


	
	All Security staff are ACT and sCan trained 
	

Low
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	Marauding weapons attack
	

Possible
	

Severe
	
High
	· The existing CCTV and additional camera provision provides for good camera coverage of the Riverside concourse, Hotel, Spa, all hospitality areas, this will improve the club’s ability to support Police in the response phase of a MTA and in the later investigation. 
· Security Staff deployed to Hotel, Spa and Riverside reception.
· Regular patrols protocol in place with all Security Officers in radio communications with Colleagues. 
· ACT training by all Security Officers and a refresher course has been scheduled.
· The club now has access to the Local Authority CCTV cameras, covering Bishops Park, Fulham Palace Road and up as far as Putney Bridge.



	
	All Security staff are ACT and sCan trained
	

Low

	Signed by Health and Safety:
Steve White


	Signed by Head of Safety:




	FULHAM FC RISK ANALYSIS MATRIX 

	Use the risk matrix to classify the perceived risk levels and prioritise the action plan

	

INJURY POTENTIAL SEVERITY
	LIKELIHOOD

	
	Very Unlikely
(freak event)
	Unlikely
(unlikely sequence of events)
	Possible
(foreseeable under unusual circumstances)
	Likely
(easily foreseeable)
	Very Likely
(common occurrence)

	Negligible
(no injury/no disturbance)
	Low
	Low
	Low
	Low
	Low

	Slight
(first aid injury, or minor disturbance)

	Low
	Low
	Low
	Medium
	Medium

	Moderate
(medical treatment injury, or significant disturbance)
	Low
	Low
	Medium
	High
	High

	Severe
(injury resulting in lost time, or large disturbance)
	Low
	Medium
	High
	High
	High

	Very Severe
(long term disability or fatality, or major disturbance)
	Low
	Medium
	High
	High
	High
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	ASSESSMENT REVIEW HISTORY

	Revision Date:
	Reviewer:
	Changes/Updates: (i.e. Change of process, legislation etc)

	
23rd May 2024
	
Steve White
	
HVM in place for match day including location.
Safety staff completed ACT Strategic and Corporate.
RA signed off by both H&S Manager and Head of Safety.
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